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DOMAIN WAY FORWARD

Transition from APAN to GitHub
Domain Governance review
Membership (audit and criteria)
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NMO STATUS

Katherine Escobar

« Continue OASIS Transition
* NIEM Training — April 12-14 Sold Out
* National Defense University Presentation (4/4/22)
« State of Arizona Executive NIEM Brief (4/18/22)
« UAIATT Presentation 4/21/22)
 DAMA Portland Chapter (5/19/22)
» National Science Foundation Open Knowledge Network Sprint (Mar — Jul
2022)
* Next ESC — June TBD
* MEP Builder Tool I0C
« https://sourceforge.net/projects/niem-mep-builder/
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NBAC STATUS

Kamran Atri & Thomas Krul
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2022 CONTINUOUS PROGRESS
NBAC March 2022 Action Tracker

2022 NBAC ACTION TRACKER as of 03/08/2022
Priority Category Action Points of Contact Due Date Status u'::l:{!
v L P ASYRCAFONOUS TECRMICAT TraTRRg WMaTteran KESCOOET, TCIFISon WETTTZ Planmeg TUEWTTET 2.
NIEN 23 3 Standard Designation/ASIS Transition Pianning Katherine Escobar
Deyelop OASIS Tranetion POARM [ Beth Smaley [ on [ In Progress
Draft NIEM OASIS Charter | Shunda Woodhouse/Transition TT | on [ Draft Complete "
NBAC/NTAC Colaboration NBAGNTAC Co-Chalrs, NMO et
Schedule Recurring Mestings _ ~r N Ssullvan [ aon | Complete e (Y Gryoverfom oy
Revisit Status & Conduct Planning for CY 22 c ( ) \J : N nsaccochairsanmo g\‘""
Define ET3"Next Steps" :_Q AD | ~ ~ NBAC Co-Chairs/NMO | TBD ‘ ey DO o5 °
Plan ITT 2021 Activites/Deliverables \ - 111 E Syhomaskrul Katherine Escobar ‘\\\‘G‘“ " D\e’d"
Develop POAGM . Tra ns'l[lO'[ TAEC Thomas krul TED L ADS T e T
Identify Satakeholers and conduct Meeting Thomas krul w5 YT Aned
Bortify Nexg42ps - Western Canads Tiger Team Thomas Krul PO Planned
PN F Aetivites/Delverabies SUTT Comar, Katherine Escobar, Sulhan. &= 4NV S
S, 6\c 7.3, 1 @i evion 1923 {cdoian [ Wormel/#hilips [ ordd =] Planned
8. NIEM Community Governance O W %‘D\mcma 2Ryl Meeting NBAC CoxGhairs NTAC Katherine Escobar Ssufvan
3 ﬁ 6 O h 1(1':, Wweetw ‘n(\@&c%m KEscobar, S5ullivan Qzcvaz Planned
6(\6 \)’{_\\]6 e, _ep! ﬁtet\emtme dotes W WV BACCo s, Kescabar, Ssulivan won Plamned J
‘ ¢ e\;\e ,‘6%\ SV nevelop & publish PoA&M . ON\U L e, K@k Qoz Plemned o \
6" 6\0 13 NBAC 2022 Annual Report AWV W (X ¥Eherine excabar, Ssllvan, NBAC CoChalrs P
\C’ \\\h\ . 8.21 Schedule Planning Meeting L M NG weaccocrais, Kescotr, ssuiven ascrzz Planned P
\O% 5.2 Develop & publish POARM \5\“ \|€5‘ 2 WU ssullvan o Plannedt e VR
8.23 NMO, NTAC Co-Chair, NBAC Co-Chair, Iiad Dm;« 1st (@\n U,Rulm\ e Ssullvan oacvzz Planned " N Al
8.24 Domain Inputs dus to NMO/Sullvan Coa il Q- ssulivan won Planned (\'\‘.\ r—\‘:)' NN
8.25 Prepare Lst Drsft ¢ SSullvan oz N Sy T ey
23 Best of NIEW 2022 Katherine Esccbar, SWoochouse Y XY &
831 Schedule Planning Meeting NBAC Co-Chairs, KEscobar, SSullivan /122 o\\'o &1\@" (\O\ DO\‘U
332 Develop & publisn POAR M SWoadhouse 630/22 Q87 oo MmO
8.4 Upelate NBAC Governance Dacs NBAC Co-Chairs \-‘s\\" O N U
4.1 Update NBACSOP in prep for GASIS Transition NBACINMO on Namnes
. 842 Update NBAC Charter in prep for OASIS Transition MBAC/NMO o2 Planned
Ig hal 8.4.3 Update DSA Template In prep for OASIS Transition MBAC/MMO on Planned
“Team 844 Update Domain Charter Template in prep for 3ASIS Transition MBAC/MMO a2 Planned
e ""fﬁ“eﬂeMA'D‘#BAHW\durk'ﬂlan‘dﬂfa‘mmn L R NBAC, NTAG, NMO Qo Planned
the tiger-team=Next-meeting is NBAT NTAC, MO oz Pamed
10. NBAC OASIS TRANSITION A I 1 gﬂ“.] Conduct Transition Planning & Execute NEAC, NMO
pri 1001 |ldentifyTasks NBAC/NMO acn Plarined
1012 |DevelopPOAGM NBACHMO aicrzz lanned
10.13 Establish a Tiger Team for Transition Planning and Governance Docs Co-Chairs 2222 Planned

| 4]
Canada IHS Domain organization known as Employment and Social Development Canada (ESDC) Preparing to present at

N

(NIEM )7

International Social Security Association (ISSA), in Estonia.
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NBAC 2022 PRIORITIES

« Continue Maturing
— |P Domain, IHS Domain, L&D Domain ...
— Strategy to Manage Mature Domains

— Action Tracker, Manage releases, Advance NIEM Adoption,
Support Domain Growth, Improve NIEM implementation,

— Tiger teams, NIEM Community Governance, 2022 Work
Plan, NBAC OASIS Transition.

« Leveraging Tiger Teams

— Internationalization (continue discussion with NTAC and how best to
approach internationalization)

— USA State, Local, & Tribal (Onboarding Canada SLTT)

tanﬁ l'dlZCl tion .
Lt
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QUESTIONS

Thomas Kry| Kamran Atri

NIEM

thomas.krul@FORCES.GC.CA  katri@A4SAFE.COM
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CURRENT ACTIVITIES

« Common Model Format (CMF)

— Multiple technology support (XML, JSON,
RDF, ...)

— Provide open-source CMF tools for
developers

* NIEM 6 Architecture improvements
* These are interrelated topics

— Changes to one impact the other and vice
versa

NIEM NIEM.gov



NIEM COMMON MODEL FORMAT (CMF)

« Goal: Technology independence for data models

— Before: Data models are represented as XML Schema
documents

— After: Data models are represented in the Common Model
Format (CMF)

— Unshackling NIEM from XML Schema'’s eccentricities
* Benefits

— The NIEM model (core & domains) can be used by
developers working with many data formats (JSON, RDF,
etc.), and not just XML

— A single message model can support many message formats

— A NIEM message in one format can be translated into some
other formats (XML to JSON, JSON to XML, etc.)

NIEM NIEM.gov



CMF STATUS & 2022 WORK PLAN

» Refine the metamodel / CMF as tool development proceeds
— lterative, one informs the other and vice versa
* Developing free, open-source metamodel / CMF tools
«  Working now:
— Metamodel / CMF version 2 or so
— Convert NIEM-based XML schema to CMF
— Convert CMF to NIEM XML schema documents
« Planned for 2022:
— Convert CMF to ontology formalism (RDFS+OWL)
— Convert CMF to JSON Schema
— Convert CMF to UML diagrams (XMIl)

— Convert UML diagrams to CMF (limited by lack of XMI
standardization)

» Other technologies, eventually: Google Protocol Buffer, Apache Avro,
YAML, etc.

NIEM NIEM.gov



NIEM 6 ARCHITECTURE

» Major architectural changes happen only with a major release
« Next major release is NIEM 6.0 in 2023 (if so directed)
« Several significant changes in the works:

— Replace XML Schema with CMF as the NIEM model
representation

— Simplify or replace metadata attributes
— Handle ordered, repeated properties (replace @sequencelD)
— Currently 14 other proposals

* For each proposal: consider, test, consult NBAC

« Looking good for a NIEM 6.0 release

NIEM NIEM.gov



NIEM MESSAGE SPECIFICATIONS

« Currently on hiatus currently, as CMF and related

NIEM 6 architecture issues are swamping our
bandwidth

« Simplified next generation of IEPDs
— Convention over configuration

— Simple cases made simple, while complex cases
still supported

* Guidance for NIEM Message Specifications in
preparation now

— A "how-to” guide, not a technical specification
— Formal specification to follow, if needed

NIEM NIEM.gov
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NASA — Armstrong Flight Research Center (AFRC)

ARMD Flight Data Portal (AFDP)

An Overview of NIEM CUI Metadata in AFDP

michael.d.yergensen@nasa.gov

April 13, 2022

< N I E M > NATIONAL INFORMATION EXCHANGE MODEL
. NIEM.gov


mailto:michael.d.yergensen@nasa.gov

OVERVIEW

ARMD Flight Data Portal (AFDP) Project

The ARMD Flight Data Portal (AFDP) project is a capabilities challenge sub-project that is designed to directly support Flight
Demonstrations and Capabilities (FDC) goals by enhancing flight research and test capabilities by improving the management of
its flight test data.

AFDP Metadata Requirements

The AFDP Metadata Specification (AMS) XML Schema set is compliant with the NASA, government agency and industry
requirements identified below.

= Executive Order (EQ) 13556 — Controlled Unclassified Information (CUI)

= NASA Interim Directive (NID) 2810.135 — establishes Agency-wide requirements for the protection of Controlled Unclassified Information
(cul).
= NPR 2810.XXX (will replace NID 2810.135)
. NPD 2810 (new version pending)

. NASA Procedural Requirements 1441.1E, NPR 1441.1E, January 29, 2015, NASA Records Management Requirements.

= NASA Procedural Requirements 2200.2D, NPR 2200.2D, September 07, 2016, Requirements for Documentation, Approval and Dissemination
of Scientific and Technical Information (STI).

= World Wide Web Consortium (W3C)
= W3C XML Schema Definition Language v1.0 (Part 1: Structures, Part 2: Datatypes)
= W3C XML Schema Versioning
. W3C XLink v1.1

NIEM '8 NIEM.gov



AMS XML Schema Set — Structure of Core and Extensible Metadata Layers

AMS XML SCHEMA SET

At a high level, the AMS model is composed of a core-layer and an extensible-layer. These layers reference several industry and
government standards. The AMS model is shown below.

The top-level metadata categories for the AMS core layer and
extended layer are shown here.

The AMS metadata categories leverage many industry and
government standards; some of which include the following:

XML Data Encoding Specification for Information Resource
Marking (IC_IRM), Intelligence Community Technical
Specification.
= |RM was previously known as the DoD Discovery
Metadata Specification [DDMS].
= The Dublin Core Metadata Initiative (DCMI) is adopted in
the IRM core layer.

= The IC-IRM core structure is adopted and extend by the
AMS (which inherits the Dublin Core standard).

XML Data Encoding Specification for Access Rights Handling
(IC-ARH), Intelligence Community Technical Specification.

XML Data Encoding Specification for Information Security
Markings (IC-ISM), Intelligence Community Technical
Specification.

XML Data Encoding Specification for MNeed To Know (NTK),
Intelligence Community Technical Specification.

Mational Information Exchange Model (NIEM) version 5.0 for
Controlled Unclassified Information (CUI).

International Standard ISO/IEC 11179-3:2003, Information
Technology Metadata Registries — Part 3. Registry metamodel
and basic attributes, published by the International Standard
Organization.

World Wide Web Consortium [W3C] — for Date and Time

AMS - Core Layer Categories

Standards

Security *

IC-ARH, IC-ISM, IC-NTK, NIEM
cul

Metacardinfo *

ISO: Dublin Core, IC-IRM

|dentifier - not required for AFOP Fhase 1

ISO: Dublin Core, IC-IRM

Language 1SC: Dublin Core, 1C-IRM
Document Info = 1SC: Dublin Core, 1C-IRM
Project Info * NASA

Center Info * NASA

Date Info W3C: Date & Time
Contacts * ISO: Dublin Core

[person, organization, company, unknown]

Media

ISO: Dublin Core, IC-IRM

Keyword Info

ISO: Dublin Core, IC-IRM

STI=

NASA

Records Management *

NASA

AMS - Extended Layer
Categories

= AFRC
= Flight Test Data - source
= Flight Test Data - synthetic
= Platforms

= ARC

= GRC

= LaRC

The AMS extended layer allows
for Communities of Interest (COl)
to reference metadata defined in
other namespaces.

* Denotes metadata that is
mandatory or conditionally
mandatory.

NIEM
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SECURITY METADATA - XML STRUCTURE

The arh:Security category has been modified to reference the NIEM
cui:DocumentMarkingMetadata category, as shown in the image.

—

The arh:Security category provides the following capabilities:

cui:DocumentMarkingMetadata

This category contains the metadata used to identify
= CUIl Banner Markings
= Designated Entity (controller)
= Decontrol Date

ntk:Access
= This is a future capability (not implemented in AFDP Phase 1)!
= This category may be used to assign group access to future

document-types. | : =
ism:cuiNoticelist
This category contains the metadata used to identify a CUI Notice, o :

which contains a warning statement, distribution statement, and a
decontrol statement.

Lo :
I - aams:dates
]

|
|
|
|
|
|
|
|
|
|
|
|
|
}
|
|
|
|
|
|
|
|
|
|
|
|
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NIEM CUI DOCUMENT MARKING METADATA - XML STRUCTURE

'l
The NIEM cui:DocumentMarkingMetadata category has been

modified to include a designation element titled ‘classification.

The values can be “U” Uncontrolled or “CUI” Controlled Unclassified

Information.

(NIEM)

21

e trluehriadmeda |
cui:Documen tMarkingMetadataType (extension)

attributes

» cui:Designating EntityText

NATIONAL INFORMATION EXCHANGE MODEL
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CUSTOM NIEM CUI PORTION MARKING FOR AMS ELEMENTS - XML
CTRIICTIIRF

Child elements defined within each of the AMS core-layer metadata
categories contain custom attributes for CUI portion marking.

( N I E M > 22 NATIONAL INFORMATION EXCHANGE MODEL
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CUI BANNER AND ISM NOTICE METADATA

NIEM CUI Document Marking Metadata and ISM Notice Metadata

Required metadata is highlighted and used as follows:
= Yellow = CUIl Indicator
= Green = CUI Type (Specified or Basic) and Category (SP-EXPT or EXPT)
=  Blue = Limited Dissemination Control Marking (LDCM)
= Grey = Designated Entity
= Orange = Decontrol Date
= Purple = Notice

<arh:Security> /
<cui:DocumentMarkingMetadata>

U1 SP-EXPT/FEDCON
A / N
ity Joint Subcommittee Meeting

{U) AN OVERVIEW OF THE TEMPORAL PROPULSION 5YSTEM FOR NASA'S DELOREAN
DEMONSTRRATION SYJTEM

Henry W Longfellog
NASA L benter

Hampton, VA

Bill Shhkespeare
IASA GlennResearch Qenter
Clevefand, Ohio

ABYTRACT

(U) Lorem jw€lm dolor sit amet Cras fringilla Jsqula id vehicula molestie, nibh lectus accumsan
ulum augue felis ut dolor. Sed facilisis nisfodio, in aliquet felis laoreet ac. Aliguam
utpat. Suspendisse facilisis nisl non leofrenenatis, bit amet lobortis massa hendrert. Etiam
unc est. Suspendisse malesuada rhoncus pgestas. Plfasellus omare risus nibh, quis eleifend
lorem accumsan nec. Nam eget magna af ofio venenals accumsan sit amet ut ipsum_ Proin
scelenisque ancy eros, suscipit rutrum ex fringlla a. Aenehin eleifend leo vestibulum felis sagittis

eu ladgnia magna. Prain pharetra ullamcorper

<cui:Classification>CUI</cui:Classification> A evismod et in magna. Proin id ipsum odio. Dohec vestibum dolor justo, ac rutrum nisl aliquam
(cu% g SpetsifiedCategoryrflarkingCode>SP-EXPT</cu% :Specifiedtatggoryharking(:odv nioh eget cursus. Nunc vell eaim, puhinar vel Sapltn quis, maximus commodo sapien
<cui:BasicCategoryMarkingCode>PROPIN</cui:BasicCategoryMarkingCode> Pellentesque quis nisl molestie, condimentum diam in, placerat lacus. Sed nec dolor sapien.

% . Maecenas mauris tellus, omare ut placerat eu, posuereflobeortis ligula Duis varius orci ligula,
<cui:LDCMarking> rhoncus honcus orei placerat non.

<cui:LDCCode>FEDCON</cui:LDCCode>
<cui:LDCCountryCode>USA</cui: LDCCountryCode>
</cui:LDCMarking>
<cui:DesignatingEntityText>olast, First X-59 PM email: projectPoc@email.com </cui:DesignatingEntityText
<cui:DecontrolSchedule>
<cui:DecontrolDate>2041-12-31</cui:DecontrolDate>
</cui:DecontrolSchedule>
</cui:DocumentMarkingMetadata>
<ism:cuiNoticeList>
<ism:cuiNotice
ism:noticeType="DoD-Dist-C"
ism:noticeReason="EXPORT CONTROLLED">
<ism:cuiNoticeText>
"WARNING - This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22. U.S.C., Sec
2751, et seq.) or the Export Administration Act of 1979 (Title 50. U.S.C. App. 2401 et seq), as amended. Viotets these

INTRODUCTION

(CULISP-EXPT) Lorem ipsum dolor sit amet Gras fringilla, bgula id vehicula molestie, nibh lectus
accumsan sapien, ac vestibulum augue felis ut dolor. Sed facilisis nisi odio, in aliquet felis lacreet
ac. Aliguam erat volutpat. Suspendisse facilisis nisl non leo venenatis, sit amel lobortis massa
hendrerit. Etiam et nunc est. Suspendisse malesuada rhoncus egestas. Phasellus omare risus
nibh, quis eleifend lorem accumsan nec. Nam eget magna at odio venenatis accumsan sit amet ut
ipsum. Proin scelerisque arcu eros, suscipit rutrum ex fringilla a. Aenean eleifend leo vestibulum
felis sagitfis evismod et in magna. Proin id ipsum odie. Donec vestibulum dolor justo, ac rutrum nis!
aliquam elementum. Ut eu eros est. Sed ut accumsan turpis, eu lacinia magna, Proin pharatra
ullamcorper nibh eget cursus. Nunc velil enim, pulvinar vel sapien quis, maximus commodo sapien.
Pelientesgue guis nisl molestie, condimentum diam in, placeral lacus. Sed nec dolor sapien.
Maecenas maunis tellus, omare ut placerat eu, posuere loborfis ligula. Duis varius orci ligula,
rhoncus rhoncus orci placerat non. Pellentesque sit amet nibh diam. Cras lobortis est vel venenatis
aliquet. Sed sit amet metus at neque fermentum bibendum vitae el lectus. Etiam finibus massa
posuere est cursus accumsan. Aenean vitae felis a elit pellentesque faucibus ac id velit Duis
scelerisque elementum magna ut gravida. Phasellus nec maximus diam. Sed ullrices scelerisque
turpis a tristique. Cras fringilla, igula i vehicula molestie, nibh lectus accumsan sapien, ac
wvestibulum augue felis ut dolor. Quisque dolor ex, rhoncus eu r\eque egel. commodo sagiths ligula.
Hunc blandit vestibulum nulla, sed posuere magna. Nam sed nunc nibh. Donec ut enim sit amet
risus venenatis fincidunt ac id odio. Aliquam lacus erat, mattis a cursus eu, viverra nec uma. Cras
wel nisl at mauris imperdiet porta. Donec consectetur nec est et dignissim_ Integer eleifend sit amet

export laws are subject to severe criminal penalties. Disseminate in accordance with provisions of DoD Directive 52308.25.2
DISTRIBUTION STATEMENT - Distribution authorized to U.S. Government Agencies and their contractor;
DESTRUCTION NOTICE - Destroy by any method that will prevent disclosure of contents or reconstruction of the document."
</ism:cuiNoticeText>
</ism:cuiNotice>
</ism:cuiNoticeList>
</arh:Security>

WARNING - This ducument consains technical data whose expart is resticsed by the Arms Export Control Act (Title Z2.
USC. Sec 2751, amawﬂ&mamnmanmmﬂrrmw usc J‘np 24 aseql a5 amended.
Wmscfh ‘expon Laws ane subject to severe in aocordance with of Cal

DIETRWITON S’TﬂTEIENT Disirbution autherized 1o U 5. Government Agencies and thew contractors,
STR‘JC NOTICE - Destroy by any method that wil prevent disclosure of contents or reconstnaction of the:

(NIEM) 23
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EXAMPLE: HOW CUI DOCUMENT MARKINGS AND NOTICE ARE RENDERED IN

The image below provides an example showing how AFDP renders CUI Document Markings for flight events.

ARMD Flight Data Portal

Registered Fiight Events Time Slice Requests

157D | SoFi | XSTMAXWELL | Opfors Frosessing | Faled | Expred | Downloaded
Click to view Document.
Markings for this cvert. D Security Markings for SIM - 0000 *
SIM - 0000 —
Project of Record: SOFIA
i SECURITY .
Platform ID: N747SP CONTROLS CUI//SP-EXPT/PROPIN//FEDCON
ACCESS PROFILE roupNamel, groupName2
SIM - 0003 VALUES groupName?, groupName:
A 2R SRR SR CONTROLLED BY | NASA-AFRC, SOFIA, projectPOC@smsil com
Platform ID: N747SP Pe—
2041-12-31
SCHEDULE
S -0002 WARNING - This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, US.C, Sec 2751, et seq) or the Export Administration Act of 1979 (Title 50, US.C. App.
Project of Record: LBFD NOTICE 2401 et seq), as amended. Violations of these export laws are subject to severe criminal penalties. Disseminate in accordance with provisions of DoD Directive 5230.25.2 DISTRIBUTION STATEMENT - Distribution
Platform ID: N859NA authorized to U.S. Govemment Agencies and their contractor; DESTRUCTION NOTICE - Destray by any method that will prevent disclosure of contents or reconstruction of the document.
[

AFDP

Yergensen, Michael

Show| 10 ¢ |entries

Sun Mar 08 2022
ssamzen

Sun Mar 05 2022

Thus Mar 03 2

=
== Mar 03 20 ) Requasta As
el | .- hpiied
=
Th, Mar 0 202 N Recorc igned: T0ckab2b-3ed 4038
T runtoregsaon | (TR b
| acproveal
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PARAMETER ACCESS RIGHTS HANDLING (PARH)

AFDP implements PARH to appropriately mark and restrict access to sensitive flight test parameter data.

s

The custom arh:portion_marking category provides the following capabilities:

cui:PortionMarkingMetadata
This category contains metadata used for the following:
=  CUlindicator

|

= |dentify the CUI type [Basic | Specified] e—y I

= |dentify CUIl category — |

= |dentify the Limited Distribution Control Marking (LDCM) oy |
ntk:Access |
|

parametereu .

This category contains the metadata used to identify the role-based
access control (RBAC) group to receive access to the restricted
parameter to which this metadata is assigned. '

- nticAccess

< N I E M > 25 NATIONAL INFORMATION EXCHANGE MODEL
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PARH MS EXCEL TEMPLATE

A Parameter Access Rights Handling (PARH) Template was developed in MS Excel. This provides an easy method for
Project Managers to identify all flight parameters to be used for a project (aircraft/platform), to assign appropriate CUI
portion marks, and to assign the appropriate role-based access control (RBAC) group to be granted permissions to access
data for the restricted parameter.

A B C D E F G H | ] K L M N 2]
1 |[FORM: Parameter Access Rights Handling (PARH) — Template
2
3 |parameter Access Rights Handling (ARH)
4 ‘CUI Partion Marking Metadata Need To Know (KNT) Metadata
ll parameter_code Rl parameter name Bl description __Kdis interpolated Bl sien Kl eu Bl classification K3 SpecifiedCategoryMarkingCode Il BasicCategoryMarkingCode [ LDCCod=_|E0 LDCCountryCode 0 LDCDLONLYText 3 AccessPolicy K ProfileDescription K3 vocabulary 2
6 UNDEF UNDEF u
7 [ail_li_pos UNDEF UMDEF u
& |ail_lo_cmd Cs.outail_lo UNDEF UNDEF u
9 |ail Act.outail_lo UNDEF UNDEF u
UNDEF UNDEF u
! UNDEF UNDEF u
12 |ail_ro_cmd Cs.out.ail_ro UNDEF UNDEF u
This parameter is restricted for
access to Boeing and NASA
13 |ail_ro_pos Act.out.ail_ro UNDEF  |UNDEF  |CUI PROPIN NOFORN project-specific-access-level |employees only! Access to this |group:name
This parameter is restricted for
access to Boeing and NASA
14 |alp Angle of attack true +anu rad cul SP-EXPT FEDCON usa project-specific-access-level |employees only! Access to this |groupname
15 |alpdot Rate of change of angle of attack UNDEF  |radfsec |U
16 |an Normal acceleration (-ANZ) UNDEF G U
17 |anx X-axis acceleration at cg UNDEF G u
18 |any Y-axis acceleration at cg UNDEF G u
13 |bta Angle of sideslip UNDEF rad u
20 |btadot Rate of change of sideslip UNDEF radfsec U
21 |cd Drag coefficient UNDEF UNDEF U
22 |cgpe Mass.cgdat.cgpc UNDEF | UNDEF U
23 |el Rolling moment coefficient in the body axis UNDEF UNDEF u
24 |clft Lift coefficient UNDEF UNDEF u
25 [em Pitching moment coefficient UNDEF UNDEF u
26 |cn Yawing moment coefficient in the body axis UNDEF UNDEF u
27 oy Side force coefficient UNDEF UNDEF u
28 |dfta Cs.cntris. dfta UNDEF UNDEF u
29 |dfte Cs.cntrls.dfte UNDEF UMDEF u
30 |dftf Cs.cntris.dftf UNDEF UNDEF u
31 |dftr Cs.entrls.dftr UNDEF UNDEF u
32 lelhv_i_cmd Cs.outelv_i UNDEF UNDEF U
33 [e_i_pos Act.out.elv_i UNDEF  |UNDEF U
34 lelv_o_cmd Cs.outelv_o UNDEF UNDEF u
35 |elv_o_pos Actoutelv_o UNDEF  |UNDEF U
36 |empty_weight Ew.weightd UNDEF | UNDEF U
37 |fflow Eng.fflow UNDEF UNDEF U
38 |flap_cmd Cs.out.flaps UNDEF UNDEF u
39 |flap_pos Actoutflaps UNDEF  |UNDEF U
40 (fuel_weight Mass.out.fuel_weight UNDEF UNDEF U
41 |fx Acfx UNDEF UNDEF u
42 |fy Acfy UNDEF UMDEF u
43 |fz Acfz UNDEF UNDEF u
44[gma IGlidesiope angle (gamma}, body frame UNDEF  |rad u
45k iritide LINDEE e I
ARH_Drop-Downs cuiSecurity metacardinfo keyward_info PARH File Info event_info parameters Parameter_Instructions ( 4
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PARH MAPFORCE — TRANSFORMATION MAP FILE

This screenshot shows a diagram of the mapping of metadata between the PARH MS Excel Template and the XML Schema. This will
transform the MS Excel data to XML format; for assignment to flight events in AFDP.

fi? Ele Edit Insert Project Component Connection Function Output Debug View Jools Window Help

(I HF & < > X B X 9 T ¥ L Detault =B, ufohlme 0 e oo BB oW DG S M
EomnEXEER L RS0 EMNMNE S RTDlo AR, 0% = D ET =

Project v ax

|= parhvzo s

A 1 £ Fite: parn-with-cui-mastes xmd _File Siring
E1ll@ Mapping Folder o <Ppamparn - : e

parh-cui-v2.0_template_unlocked xisx

= parh-v2.0-mapping.mfd il ARH_ovop-Downs.
\fggh parh-with-cui-template.xml A cuchsaimy
fEm PARHIsd = Row Mumber ©

//\\/

o i dmaduial
€ curDesignatingEntity Text 17| eiig
ke 5 57 g

| Mapping | XSLT2 DE Query Output
(&7 parh-v2.0-mapping.mfd

ERLibraries | B3 Project

Stccessiul. 0 erfons), U warming(s)
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EXAMPLE: TRANSFORMED PARH XML OUTPUT

Below is a snippet of the PARH XML output from the MapForce application. This is an example of the XML metadata

identifying a restricted flight parameter “Angle of attack (alp)”. In this example, we see the following:
= CUI portion marking metadata
= Need To Know (NTK) Access metadata
= Parameter details metadata

<parh:parameter>
<arh:portion_marking>
<cui:PortionMarkingMetadata>
<cui:Classification>CUI</cui:Classification>
<cui:SpecifiedCategoryMarkingCode>SP-EXPT</cui:SpecifiedCategoryMarkingCode>
<cui:LDCMarking>
<cui:LDCCode>FEDCON</cui:LDCCode>
</cui:LDCMarking>
</cui:PortionMarkingMetadata>
<ntk:Access>
<ntk:RequiresAnyOf>
<ntk:AccessProfilelList>
<ntk:AccessProfile>
<ntk:AccessPolicy>project-specific-access</ntk:AccessPolicy>
<ntk:ProfileDes>This is an example parameter designated with CUI SPECIFIED category of: Export Controlled.
This parameter is restricted for viewing by members of the test group named: groupNamel</ntk:ProfileDes>
<ntk:AccessProfileValue ntk:vocabulary="group:name">groupNamel</ntk:AccessProfileValue>
</ntk:AccessProfile>
</ntk:AccessProfilelList>
</ntk:RequiresAnyOf>
</ntk:Access>
</arh:portion_marking>
<parh:parameter_code>alp</parh:parameter_code>
<parh:parameter_name>Angle of attack</parh:parameter_name>
<parh:sign>+anu</parh:sign>
<parh:units>rad</parh:units>
</parh:parameter>
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PARH REGISTRATION

A PARH XML must be registered for each project of record. The example below shows how AFDP renders a registered PARH

XML file. This online rendering is much easier (than viewing XML) for a Project Manager to view, understand, and verify for
use.

= ARMD Flight Data Portal 20

Yergensen, Michael

Display PARH Files For: Document Markings for sofia-sim-v1.0-parh-v2.0.xmi:
~

14 projectPOC@email com

Search:|sea

WARNING - This docy

SOFIA PARH Files severe criminal penalties.

DISTRIBUTION STATER

Export Control Act (Title 22, US.C, Sec 2751, et seq,) or the Export Administration Act of 1979 (Titie 50. US.C. App. 2401 et seq), as amended. Violations of these export laws are subject to
252

d their contractor;

sofia-sim-v1.0-par-v2.0.hotnessxm DESTRUCTION NOTICE - Destr 'y methed that will prevent disciosure of contents of reconstruction of the decument.
sofia-sim-v1.0-parh-v2.0.xml © Parameters for sofia-sim-v1.0-parh-v2.0.xml:
sofia-sim-v -10-parh-v2.. ] Show 10 % Search
sofia2-sim. 01-10-parh-v2.0 (] Param. Code [ ——
alp Angle of attack cu
qdot Fiteh acceleration cu
ail Ji_cmd Cs.outal u
aili_pos Actoutail| u
ail Jo_cma Cs.outai o u
ail_lo_pos Actoutail_lo u
&l cma Cs.outal i 1]
ailri_pos Actoutail i u
&l ro_emd Csoutal_o u
Showing 1 to 10 of 121 entries

& Blank PARH Template
£ New PARH Template
£ PARH xmi Document

©2022 Copyright 4w Contact: Agency-dl-AFDP-support@mail nasagov
This system contains CUL
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EVENT INFORMATION REGISTRATION

Flight data is stored in Hierarchical Data Format (HDF5) files. A single HDF5 data file can contain many GBs of data. Flight

Event Registration consists of the following:

1. Project of Record — Select the project of record associated with the flight event and flight test data (FTD) files being registered.

2. Flight Test Data (FTD) — Select the FTD files to be registered with the flight event.

3. Parameter Access Rights Handling (PARH) — Select the PARH file to be assigned to the flight event and associated FTD files for data validation and

implementation of required security markings and access rights handling.
4. Event Information — Enter the Event Information values for the flight event.
5. Register Flight Test Data— Click the button to complete the process.

This system contains CUI

= ARMD Flight Data Portal @

SOFIA v 9 PARH for SOFIA lsoﬁa-sm—ﬂ .0-parh-v2.0.xml ¥
Document Markings for sofia-sim-v1.0-parh-v2.0.xml:
& Upload hs files | 2
HDFS Files:
CUI//SP-EXPT/PROPIN//FEDCON NASAAFRC. SOFIA. projectPOC@email.com 4141,
Sea'ch:‘ Search files. ‘

Sim_SOFIA_Test_CUI_100Hz AMS200h5 - Notice for sofia-sim-v1.0-parh-v2.0.xml:

WARNING - This document contains technical data whose export is res
seq.) or the Expor of 1979 (Title 50. U.S.C. App.
s. Disseminate in accc
DISTRIBUTION STATEMENT - Distribution auth

DESTRUCTION NOTICE - Destroy by any method that will prevent disclosure of contents or reconstruction of the document

ed by the Arms Export Control Act (Title 22. U.S.C, Sec 2751, et

Sim_SOFIA_Test_CUI_20Hz_AMS200.h5 -

nistration A

s amended. Violations of these export laws are subject to
523
zed 1o U.S. Government Agencies and their contractor;

severe criminal p

with provisions of

irec

SOFIA
o Event Information

Experiment ID: 0000

Platform ID: N747Sp
Test Phase: Simulation
OP Type: SIM

OP Number: 0000

PARH: sofia-sim-v1.0-parh-v2.0.xml

Show 10 & entries search
Param. Code *  Param. Name [ S——
ail_li_cmd Cs.outail li v
ail_l_pos Actoutail_l u
ail_lo_cmd Cs.outail_lo

ail_lo_pos [ Act ail_lo u
ail_ri_cmd Cs.out.ail_n u
ail_ri_pos Actoutail_ri L
ail_ro_cmd [ Cs.outail_ro u
ail_ro_pos Actoutail_ro v
alp Angle of attack cul
alpdot ':lu'uc":h.xrq:‘ of angle of attack U

Showing 1 to 10 of 121 entries

© 2019 Copyright:

@ Select Project of Record
@ Upload .h5 File(s)
@ Select PARH File

@ Enter Event Information

Register Flight Test Data

(NIEM)

“This system contains CUI
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EXAMPLE: HOW AFDP RENDERS CUI PORTION MARKS AND IMPLEMENTS
ACCESS RIGHTS HANDLING TO DATA IN RESTRICTED FLIGHT

TrCT NADAMMETENC

® |

« C & shidpndcnasagonhdp a e n @8&

Manager W Haw s )

= ARMD Fiight Data Portal

Project of Record. SOFIA Set Default Data Alignment Method Zulu~
Experiment Id: 0000
25 L told ol Event Start Date 2020-02-25T01:05:52.3271Z
Platform Id: N747SP old Last Value
L - Event End Date 2020-02-25T01:07:57.3371Z
Test Phase: Simulation
UplType: SiM Desired Start Date

Op Number: m(m

Desired End Date End

Slice/Fil= Name Enter

Narme

Search filter: Search filter: ¢
Parameter$  Descri Interpolation
T q “Body axis pitch rate” | |DEFAULT (NONE) ~| | ©
rollstick | Cs.outroll_stick Sim_SOFIA_Test CUIL100Hz_AMS200h5 | ©
T
DEFAULT (NONE) _~| | ©
wolltrim | Cscntrlsroll tim Sim_SOFIA Test CLL100Hz AMS20045 | @ —
DEFAULT (NONE) ~| | @
thrust_all Eng.thrust Sim_SOFIA_Test_CUI_100Hz_AMS200h5 | © : = Package Name: o N
e T Body ax*raw rate” DEFAULT (NONE) ~| | ©
yaw_trim Cs.entrisyaw_trim Sim_SOFIA_Test CUI_100Hz_AMS200h5 | @ 3
Estimated Time: 0 seconds
alp a wk‘ Sim_SOFIA_Test_CUI_20Hz_AMS200h5 | @ o
T = e — = * Project-Level - Users must be a member of a Project-Level group in order fo access data for a
alpdot te of change of S specific project of record

angle of attack” * Project-Specific-Access — Users must be a member of a Project-Spectfic-Access group in order 1o

access data for a specific restncted parameter (or set of parameters) related 10 a project of record.

bta “Angle of sideslip” b Ablue info @ icon provides detads related 1o the associated item, such as fight event information,
parameler detalls, source file name, PARH file name, access group.

btadot “Rate vfl change of o8 A red locked il icon alents users to a restricted parameler containing CUI data they cannot access.

sideslip t A green unlocked dah icon alerts users 1o a restricted parameter containing CUI data they can access

The CUI Portion Mark will pop-up and disptay when hovering over a lock icon.

DP-suppartem
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